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Cisco’s Al Readiness Index (https://www.cisco.com/c/m/en_us/solutions/ ai/readiness-index.
html) that surveyed over 8,000 global companies found 84% of companies think Al would
have a very significant or significant impact on their business and 97% of companies say the
urgency to deploy Al-powered technologies increased. There is a profound gap between
accelerating pace of Al development and how prepared organizations are in adopting it.

https://www.ncsc.gov.uk/guidance/ai-and-cyber-security-what-you- need-to-know
https://aaai.org/
https://eur-lex.europa.eu/legal-content/EN/TXT/ HTML/?uri=CELEX:52021PC0206

https://theconversation.com/a-brief-history-of-ai-how-we-got-here- and-where-we-are-go-
ing-233482

https://www.forbes.com/sites/bernardmarr/2016/02/19/a-short-history- of-machine-learning-
every-manager-should-read/

https://news.mit.edu/2023/explained-generative-ai-1109
https://aisel.aisnet.org/pacis2021/44

https://www.researchgate.net/profile/Mani-Madhukar/ publication/316202671_IBM’s_Wat-
son_Analytics_for_Health_Care/ links/5e2bed2d92851c3aadd7d440/IBMs-Watson-Analyt-
ics-for- HealthCare.pdf?_tp=eyljb250ZXh0Ijp7ImZpcnNOUG FnZSI6InB1YmxpY2F0aW9uliwic-
GFnZSI6INnB1YmxpY2F0aW9uln19

https://www.cisco.com/c/m/en_us/solutions/predictive-networks/index. html
https://asean.org/wp-content/uploads/2021/01/fa-220416_DM?2025_ email.pdf
https://www.kasparov.com/timeline-event/deep-blue/
https://www.smartnation.gov.sg/nais/

https://www.technologyreview.com/2023/12/29/1084699/machine- learning-earthquake-pre-
diction-ai-artificial-intelligence/

https://www.bsp.gov.ph/SitePages/InclusiveFinance/InclusiveFinance. aspx

https://newsroom.ibm.com/2021-02-04-EGAT-Adopts-IBM-Al-to-Help- Improve-Efficien-
cy-Across-Thailands-Major-Power-Plants

https://www.weforum.org/agenda/2024/02/ai-cybersecurity-how-to- navi-
gate-the-risks-and-opportunities/

https://www.dsci.in/resource/content/mitigating-security-privacy- risks-guide-enter-
prise-use-generative-ai

https://csrc.nist.gov/pubs/ai/100/2/e2023/final
https://ieeexplore.ieee.org/document/8578273
https://arxiv.org/abs/1708.06733

https://dl.acm.org/doi/10.5555/3241094.3241142
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https://www.a10networks.com/blog/5-most-famous-ddos-attacks/

https://www.techtarget.com/whatis/feature/SolarWinds-hack- explained-Everything-you-
need-to-know

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3333423

https://www.pdpc.gov.sg/help-and-resources/2020/01/second-edition- of-model-artificial-intel-
ligence-governance-framework

https://sso.agc.gov.sg/Acts-Supp/40-2020
https://www.industry.gov.au/publications/australias-artificial- intelligence-ethics-framework
https://www.cisc.gov.au/legislation-regulation-and-compliance/soci- act-2018
https://www.japaneselawtranslation.go.jp/en/laws/view/3677/en
https://www.soumu.go.jp/main_content/000658284.pdf
https://elaw.klri.re.kr/eng_mobile/viewer. do?hseq=62389&type=part&key=4

https://www.msit.go.kr/bbs/view. do?sCode=eng&nttSeqNo=9&bbsSeqNo=46&mId=10&m-
Pid=9

https://asean.org/book/asean-guide-on-ai-governance-and-ethics/

https://asean.org/wp-content/uploads/2012/05/6B-ASEAN-Framework- on-Digital-Data-Gover-
nance_Endorsedv1.pdf

https://www.globalcbpr.org/wp-content/uploads/Global-CBPR- Framework-2023.pdf

https://www.iec.ch/ords/f?p=103%3A7%3A704219401578297 %3A%3A%3 A%3AFSP_ORG_
ID%3A21538

https://www.iso.org/standard/81230.html
https://www.iso.org/standard/77304.html
https://www.iso.org/standard/74438.html

ISO/IEC 27001 https://www.iso.org/standard/27001
https://www.nist.gov/itl/ai-risk-management-framework

https://www.brookings.edu/articles/nists-ai-risk-management- framework-plants-a-flag-in-
the-ai-debate/

https://www.nist.gov/itl/ai-risk-management-framework
https://nvlpubs.nist.gov/nistpubs/ai/NIST.Al.600-1.pdf
https://www.nist.gov/cyberframework
https://owasp.org/www-project-ai-security-and-privacy-guide/
https://atlas.mitre.org/pdf-filessMITRE_ATLAS_Fact_Sheet.pdf
https://www.oasis-open.org/2024/07/18/introducing-cosai/

https://www.coalitionforsecureai.org/about/
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https://www.romecall.org/the-call/

https://www.whitehouse.gov/briefing-room/statements- releases/2023/07/21/
fact-sheet-biden-harris-administration-secures- voluntary-commitments-from-leading-artifi-
cial-intelligence- companies-to-manage-the-risks-posed-by-ai/

https://www.whitehouse.gov/briefing-room/statements- releases/2023/09/12/
fact-sheet-biden-harris-administration-secures- voluntary-commitments-from-eight-addition-
al-artificial-intelligence- companies-to-manage-the-risks-posed-by-ai/

https://www.whitehouse.gov/briefing-room/statements- releases/2023/09/12/
fact-sheet-biden-harris-administration-secures- voluntary-commitments-from-eight-addition-
al-artificial-intelligence- companies-to-manage-the-risks-posed-by-ai

https://www.aisafetysummit.gov.uk

https://apnews.com/article/south-korea-seoul-ai-summit-uk-2cc2b297 872d860edc-
60545d5a5cf598

https://aiseoulsummit.kr/press/?mod=document&uid=43
https://www.thorn.org/blog/generative-ai-principles/
https://www.thorn.org/blog/generative-ai-principles

CCAPAC (Coalition for Cybersecurity in Asia-Pacific) Report: Al and Cybersecurity 2024 https:/
ccapac.asia
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