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Initial Access

Drive-by Compromise

Exploit Public-Facing
Application

External Remote Services
Hardware Additions
Phishing v

Replication Through
Removable Media

Supply Chain v

Compromise

Trusted Relationship
Default Accounts
Domain Accounts
Local Accounts

Cloud Accounts
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rocedure Examples

[}

G0026

G0007

G0016

G0064

G0087

Name

APT18

APT28

APT29

APT33

APT39

APT41

Axiom

Carbanak

Description

APT18 actors leverage legitimate credentials to log into external remote services.'!

APT28 has used legitimate credentials to gain initial access, maintain access, and exfiltrate data from a victim
network. The group has specifically used credentials stolen through a spearphishing email to login to the DCCC
network. The group has also leveraged default manufacturer’s passwords to gain initial access to corporate networks
via loT devices such as a VOIP phone, printer, and video decoder. 6171l

APT29 has used a compromised account to access an organization's VPN infrastructure '’

APT33 has used valid accounts for initial access and privilege escalation.!I"!

APT39 has used stolen credentials to compromise Outlook Web Access (OWA)."'?

APT41 used compromised credentials to log on to other systems.['31l'4]

Axiom has used previously compromised administrative accounts to escalate privileges.!"®

Carbanak actors used legitimate credentials of banking employees to perform operations that sent them millions of
dollars.'®!
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Techniques for the Lateral Movement Tactic
Exploitation of remote services

Internal spearphishing

Lateral tool transfer

Remote server session hijacking

Remote services

Replication through removable media
Software development tools

Taint shared content

Use alternate authentication material
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Techniques for the Lateral Movement Tactic

Exploitation of remote services
Internal spearphishing
Lateral tool transfer
Remote server session hijacking
Remote services
Remote Desktop Protocol
SMB/Windows Admin Shares
Distributed Component Object Model
SSH
VNC
Windows Remote Management
Replication through removable media
Software development tools
Taint shared content

Use alternate authentication material
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Ransomware

10 terabytes and more of data stolen monthly.

N

Malware

Malware infections are increasing due to crypto-
jacking and Internet of Things malware.

More than 60% of affected organisations may
have paid ransom demands

Widespread cloud adoption provides attack
opportunities for cybercriminals. In 2021, we
observed 66 disclosures of zero-day vulnerabilities

Social Engineering threats

Social engineering and especially phishing
remain a popular technique for attackers to
conduct their malicious activities with new lures
focusing on the Russia’s invasion of Ukraine

Threats against data

They form a collection of threats that aim at
gaining unauthorised access and disclosure, as
well as manipulating data to interfere with the

Threats against availability:
Denial of Service

The DDoS landscape was affected by the
Russia’s invasion of Ukraine.

The numbers have risen and July 2022 was
a peak with the largest ever recorded attack
launched in Europe

Threats against availability:
Internet threats

Destruction of internet infrastructure, outages
and rerouting of internet traffic impact internet
usage and free flow of information,

Disinformation -
misinformation

Al-enabled disinformation, deepfakes and
disinformation-as-a-service are escalating with
targets including elections, the green transition,
covid-19 and the Russia’s invasion of Ukraine

Supply-chain attacks

Cybercriminals exhibit increasing capability and

(€

system behaviour,

the amount of data produced

Year on year increases as due to the increase in

@

v

~
-

/1\

interest in supply chain attacks.

Third-party incidents account for 17% of the
intrusions in 2021 compared to less than 1% in 2020

Y+YY JUo ;3 ENISA Threat Landscape Jawgs diwid o bwlnd ol Olagugs YA JSG
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ly MITRE ATT&CK & 395 Lawgi i olwlid cliuigs cublsS 3¢5 131 (glaasws ;3 ENISA Threat Landscape
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DISINFORMATION - MISINFORMATION

-
-
-~

It is important to note that disinformation and misinformation attacks are among the preparatory activities at the basis of other
attacks (e.g. phishing, social engineering, malware infection). The MITRE ATT&CK® graph below can give an idea of the link
between disinformation/misinformation and connected attacks.

TA0043: Reconnaissance T1692:
T1589:
T1590:
T1591:
T1598:
T1597:
T1596:
T1593:
T1594:

TA0042: Resource Development | T1586:

Gather Victim Host Information
Gather Victim Identity Information
Gather Victim Network Information
Gather Victim Org Information
Phishing for Information

Search Closed Sources

Search Open Technical Databases
Search Open Websites/Domains

Search Victim-Owned Websites

Compromise Accounts

T1585: Establish Accounts

TAO0001: Initial Access T1566: Phishing

TA0002: Execution T1203: Exploitation for Client Execution
T1204: User Execution

TA0040: Impact T1565: Data Manipulation
T1491: Defacement

MITRE ATT&CK & ENISA Threat Landscape | Couws 10U OleMb! gdiund Olayagsd Coilsl Jada 31 (oidew 14 IS0
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Container
Administration
Command
Deploy Container

Exploitation for
Client Execution

Inter-Process

Native AP

Scheduled
Task/lob . -

Communication

Create or Modify
Windows Command Shell Create System
Account Process .
Create or Modify l Domain Policy
System Medification -
Process —
Escape to Host
Event Tr\ggered
Execution . Event Triggered
Execution .
External Remote —
Services Exploitation for
Privilege
Hijack Execution Escalation
Flow

Hijack Execution
\mp\antlﬂtema\ Flow /15

Deploy Container
Direct Volume Access

Domain Policy
Modification , .,

Execution
Guardrails

Exploitation for
Defense Evasion

File and Directory
Permissions
Modification 5,

Hide Artifacts . .

Execution Persistence Privilege Escalation Defense Evasion
14 techniques 19 technigues 13 techniques 42 techniques
Cloud Account I Bypass User Account Control Bypass User Account Control
Administration Manipulation
Command = Abuse Elevation Elevated Execution with Prompt Abuse Elevation Elevated Execution with Prompt
BITS Jobs Control Control
AppleScript Mechanism ., ., Setuid and Setgid Mechanism Setuid and Setgid
Boot or Logon — =t
Cloud APl Autostart Sudo and Sudo Caching Sudo and Sudo Caching
Execution .,
JavaScript Access Token Access Token
Boot or Logon Manipulation ) Manipulation 5
Network Device CLI Initialization
Command and Seripts ;5 Boot or Logon BITS Jobs
Seripting PowerShell Autostart
Interpreter . o Browser Execution ., Build Image on Host
s Python Extensions =
Boot or Lagon Debugger Evasion
Unix Shell Compromise Initialization
Client Software Scripts Deobfuscate/Decode
Visual Basic Binary — Files or Information

Linux and Mac File and Directory Permissions Modification

‘Windows File and Directory Permissions Medification

Ailoawi 03wl BlackCat bawgi 4 MITRE ATTRCK (LSLST A 0 Ve S

APTYA Y-¥-¥

' https://attack.mitre.org/software/S\ - A/

" https://attack.mitre.org/groups/G- - \#/
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Collection Command and Control Exfiltration Impact
17 techniques 16 techniques 9 techniques 13 techniques
Adversary-in- DNS Automated Account Access
the-Middle ;5 Exfiltration ;. Remaval
= Application File Transfer Protocols o
Archive via Custom Method Layer Data Transfer Data Destruction
Archive Pratocol ;. Mail Protacols Size Limits
Collected Archive via Library = Data Encrypted
SalUe) Exfiltration for Impact
Communication gl\ésrrmaﬂve Exfiltration Qver Symmetric Encrypted Non-C2 Protocol  Data
Audio Capture Through Protocol o Manipulation -,
Removable (3) Exfiltration Over Unencrypted Non-C2 Protocol -
Automated Media Defacement
Collection Exfiltration —
Data Over C2 Disk Wipe .,
Browser Session Encoding ., Channel —
Hijacking = Endpoint Denial
Junk Data Exfiltration of Service .,
Clipboard Data Data Over Other 5 -
Obfuscation Pratocol Impersonation Network Firmware
Data from (1/3) Medium .. Corruption

Cloud Storage

Exfiltration Inhibit System
Data from QOver Physical Recovery
Configuration Medium .,

Repository -,

Network Denial ofl

Exfiltration Service 5,
Qver Web —
Service 03 Resource
Confluence Fallback Hijacking
Channels Scheduled
Sharepoint Transfer Service Stop
g Transfer Data System
to Cloud Shutdown/Reboot
Multi-Stage Account

Data from Channels
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eTough!

Tools eChallenging

Network/ .
Host Artifacts OAnnoylng

Domain Names eSimple

Source: David Bianco, hitps:/idetect-respond.blogspot com/2013/03/the-pyramid-of-pain htmi

David Bianco’s Pyramid of Pain
Pyramid of Pain ,> ATT&CK ol s> YV JSUG
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The most interesting PDB string is the “4113.pdb, ” which appears to reference CVE-2014-4113. This CVE is a local
kernel vulnerability that, with successful exploitation, would give any user SYSTEM access on the machine.

D9 o0 Iy (2

The malware component, test.exe, uses the Windows command "cmd.exe" /C whoami” to verify it is running wit|
———————————
the elevated privileges of “System” and creates persistence by creating the following scheduled task:

/sc ONLOG

schtasks /create /tn "mysc"

o xe b
| [Tactic] | 1. [Technique] r | [Tactic] | 2. [Technique] |
When executed, the malware first establishes a SOCKS5 connection to 192.157.198.103 using TCP port 1913. The
—
malware sends the SOCKSS5 connection request "05 01 00" and verifies the server response starts with "0‘0".

JUB,y 8L dls o —aiBlided B 15,155 51 ATTRCK 4 Gl Y JSS

fa 1 Article  Talk Read Edit View hi
% W

"

il

WIKIPEDIA SOCKS

The Free Encyclopedia
k From Wikipedia, the free encyclopedia

Main page This article is about the internet protocol. For other uses, see Socks (disambiguation).
Contents
Featured content
Current events
Random article

SOCKS is an Internet protocol that exchanges network packets between a client and server through a proxy server.

proxies TCP connections to an arbitrary IP address, and provides a means for UDP packets to be forwarded.

https-//en.wikipedia.org/wiki/SO

——
SOCKSS5 additionally provides authentication so only authorized users may access a server. Practically, a SOCKS server

Donate to Wikipedia SOCKS performs at Layer 5 of the OS| model (the session layer, an intermediate layer between the presentation layer and
; —— .
WLTEEOEET the transport layer). SOCKS server accepts incoming client connection on TCP port 1080.1"12]

& Not lo:

istory
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“When executed, the malware first establishes a SOCKS5
connection to 192.157.198.103 using TCP port 1913. ... Once
the connection to the server is established, the malware
expects a message containing at least three bytes from the
server. These first three bytes are the command identifier. The
following commands are supported by the malware ... “

— A connection in order to command the malware to do something

- Command and Control
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TACTICS Command and Control Techniques: 21

T1094 Custom
Command and
Control
Protocol

Home > Tactics > Enterprise = Command and Control

Protocol vs.

Port T1043 Commonly

Used Port

= 2 techniques?
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ipconfig /all

&sc.exe \\1n334656-pc create

.\recycler.exe a —hprquyKﬁC:\$Recyc1e.Bin\old '
C:\SRecycle.Bin\Shockwave network.vsdx

Commands captured by Sysmon being run interactively via cmd.exe ‘
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Term found on page
Home > Techniques > Enterprise > System Network Configuration Discovery System Network Configuration

Discovery (ID: T1016)

System Network Configuration Discovery

Term found on page
Adversaries will likely look for details about the network configuration and settings of systems Jpconi (1D: 50100)
they access or through information discovery of remote systems. Several operating system

administration utilities exist that can be used to gather this information. Examples include Arp,

ipconfig/ifconfig, nbtstat, and route.

Examples
Name Description
admin@338 admin@338 actors used the following command after exploiting a machine with LOWBALL malware to acquire information about local

networks: ipconfig /all >> %tempt\download''

SUB 0580 43 93 gCums g Badod Al po — ol 8313 G ATTRCK 4y CuilsS YA Ui

ipconfig /all
— Specific procedure only mapped to System Network Configuration Discovery
— System Network Configuration Discovery -> Discovery
— Seen being run via Sysmon -> Execution

SESU ay ,Ud, dos 7 dls o —ols 021> IATTRCK & CullSS Yo JSUS

ipconfig /all
— Specific procedure in System Network Configuration Discovery (T1016)
— Also Command-Line Interface (T1059)

SUdy @ sabJlas! SWST (8l dls o —o s 231> IATTRCK &y CullSS ¥y JSUS

Analyst 1 Analyst 2
» Packets * Windows Events
» Malware/Reversing + Disk forensics
+ Windows command line * macOS/Linux
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https://car.mitre.org ®
Roberto Rodriguez’s ThreatHunter Playbook o

https://github.com/hunters-forge/ThreatHunter-Playbook ®
Atomic Threat Coverage o

https://www.malwarearchaeology.com/cheat-sheets ®
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