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Overview:
 The System which would serve next generation Internet security will work along the guidelines of common platform and enhance the ability of common security product like firewall, Intrusion Detection systems, anti-virus, Virtual Private Network (VPN) PKI and systems access control in order to differentiate between real anomaly events and the false alarms on a full time basis. 

 
Contents:
 This prolific solution based on 3-Tiers technology requires minimum onsite deployment modification and has the ability to correlate security incidents. It works by using revolutionary inference technology that understands the different protocols used by the numerous security products in the market. It should however not impact on the speed of the network core functions. Basically it will not replace any previous Security hardware and software but just fit into existing security infrastructure and provide addition management console as a single point of response and interaction. Managing from single point would be lot easier and quicker in response, rather tracing attacks from different log files and even from multiple GUI Interfaces. The Correlation Engine is an ultimate solution of these tedious processes and these complex subtleties of Security monitoring.
 
Period:       45 minutes
Audience:   ICT professionals and Students
 
Presenter’s Biography: Dr. Muhammad Manshad Satti (msatti@itbutler.com.au) received B.E (Elec.) and ME from the University of New South Wales (UNSW) Sydney Australia. He has fifteen years of ICT industrial experience, where the last seven years he is responsible of developing security strategies and complex design for Telecom, e-commerce and online businesses. He is member of IEEE, Member of Institute of Engineers Australia and earned Chartered Engineer (CEng.) status. His research interests are at Data mining, correlation techniques and advance Detection systems for DDOS attacks.

 


